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Abstract

Routing in Mobile Ad-Hoc Networks (MANETs) is a
challenging task due to its nature of open medium, infrastructure-
lessness, dynamicity and no trusted central authority. In MANET,
a node can be compromised during the route discovery process.
Attackers from inside or outside can easily exploit the network.
Several secure routing protocols have been proposed for
MANETSs. In this paper, Ad-Hoc On-Demand Distance Vector
(AODV) routing protocol is considered due to the fact that it
uses the shortest number of wireless hops towards a destination
as the primary metric for selecting a route with independence of
the traffic congestion. To add security to AODV, Secure AODV
was designed to enhance security services to the original AODV.
Secure AODV protocol has been designed with cryptographic
techniques such as digital signatures and hash chains, which can
have a significant impact on the routing performance of AODV
routing protocol. To improve efficiency of SAODV, Enhanced
SAODV (ESAODV) was proposed based on Genetic Algorithm
and alternative path. The genetic algorithm optimizes the routes
in terms of selected metrics. The performance and impacts of
using AODV, S-AODV and ESAODV routing protocols were
compared using NS-2 Simulator. The simulation results
demonstrated that using the proposed mechanism could
significantly decrease the End-to-end delay and routing overhead.
Keywords: Mobile ad-hoc network, SAODV routing protocol,
genetic algorithm, end-to-end delay, packet routing overhead.

1. Introduction

Mobile ad-hoc network is a collection of nodes that are
connected to each other with wireless links without any

infrastructure. The routing protocols in ad-hoc
environment can be classified as proactive routing
protocols and reactive routing protocols. Proactive

protocols maintain whole paths in routing tables and when
the source node wants to establish a route to the destination
node, the path that already exists in its routing table is
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used. In reactive protocols, the route is established only
when the source node needs to send a data packet to the
destination. There are varieties of routing protocols for
MANET such as AODV, DSR, OLSR ..., but none of
them are secure. As a result, they assume there is no
malicious node in the network; however, due to the
flexibility of the MANET, there are a lot of vulnerabilities
in this kind of network and security problem is the most
significant issue in it. Two different security mechanisms
are presented for routing protocols. The first one
guarantees authentication and integrity of the routing
messages. The second mechanism allows node to control
another node behavior during route discovery process.
Both two approaches need some network resources such as
battery, energy and bandwidth. The main purpose is
finding the balance between efficiency and security.

The remaining part of this article is organized as follows.
Section 2 describes SAODV routing protocol. Section 3
introduces genetic algorithm briefly. A proposed routing
protocol is given in section 4. And section 5 shows the
simulation results.

2. SAODV Routing Protocol

The first secure and promoted version of AODV is secure
AODV (SAODV) that is based on asymmetric
cryptography. In SAODV protocol, the routing messages
(RREQ, RREP, and RERR) are encrypted by digital
signature to guarantee the integrity and authenticity. Due to
not propagating the RREQ for external nodes, this routing
protocol prevents from external active attacks. All nodes
are authenticated by a unique password. When a source
node wants to send the RREQ, it first authenticates its
neighbors by that password and then broadcasts the
message. In SAODV, the sender signs the routing
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messages by its private key and the receiver verifies them
by the sender’s public key. Because of incrementing the
hop-count in each step of routing discovery, the sender
cannot encrypt it. Hence, for securing this field (that is, not
allowing malicious node to reduce it), SAODV uses hash
chain.

This structure is difficult to use when an intermediate node
has a path to destination in routing table since RREP
necessarily has to have destination signature. For solving
this problem, SAODV uses double signature. In this
mechanism, RREQ has a second signature that is always
stored with the reverse path route. An intermediate node,
which wants to reply RREQ, uses second signature and
adds it to RREP. Then it is sent to the source node. The
RREQ and RREP messages fields are:

<Type, Length, Hash function, Max-hop-count, Top Hash,
Signature, hash>

The RERR message fields:

<Type, Length, reverse, Signature>

When a node creates RREQ or RERR, It does the
functions as follow:

1. Generate a random number (seed)
Max-hop-count = timeToLive
Hash = seed

Hash-function = h

Top-hash = hmax-hop-count (gead)

arwN

Verifying hop-count in RREQ or RREP by intermediate
node:

1. Top-hash = hmax-hop-count (Lagh)
Update hop-count, apply hash to generate new hash chain,
then send it to all neighbors.

However, SAODV messages are significantly larger and
require heavy computation because of digital signature,
especially for double signature.

SAODV solves the overhead of routing tables by updating
them in particular time. So SAODV prevents the black
hole attack. In comparison with AODV, due to an
encryption in SAODV, malicious node cannot access the
content of the messages; nevertheless cryptography process
increases routing delay and the length of the messages.
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3. Genetic Algorithm

Finding the shortest path in mobile ad-hoc networks
requires the evaluation of route from the source to the
destination, which has the least cost. The old algorithms
such as Dijkstra and Bellman ford present how the shortest
path is found. Yet, these algorithms are especially used for
wired network and are not suitable for wireless networks.
Genetic algorithm is one of the algorithms that are useful
for ad-hoc networks and it is used for designing more
effective protocols.

John Holland proposed genetic algorithm in 1970. The
route consists of sequence of nodes. This algorithm
executes on routes, which are achieved from route
discovery process. In the first step, the path is coded by
sequence of integers, which these are the node’s IP. The
length of this sequence cannot be more than the number of
nodes. GA operation consists of six necessary levels:
genetic presentation, initial population, fitness function,
selection, crossover and mutation. This collection is
“standard GA” (SGA).

3.1 Genetic Presentation

The path is coded by sequence of integers, which are
node’s IP.

3.2 Initial Population

Each chromosome shows a potential solution. Initial
population consists of numbers that represents the
chromosomes in AODV protocol. The routes that are
achieved from route discovery process are intended for
initial chromosomes.

3.3 Fitness Function

The quality of each solution should be evaluated
accurately. In this function, the main purpose is finding the
richest path between source and destination. The fitness
parameters are described according to the problem
requirements. In this paper, the goal of using genetic
algorithm is finding the shorter path from the source node
to the destination node with reducing end-to-end delay.

3.4 Selection

This function plays the significant role to promote the
average of population quality by selecting the high-
qualified chromosome for next generations. Selection is
operated on fitness output. Each chromosome that has the
best fitness value is selected. This function plays the
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significant role to promote the average of population
quality by selecting the high-qualified chromosome for
next generations. Selection is operated on fitness output.
Each chromosome that has the best fitness value is
selected.

3.5 Crossover

Crossover processes the current solutions to find the better
approach. In this process, one or more than a bit of
chromosome changes and a new population is created.
Genes are selected from father’s chromosomes and make
the new children.

3.6 Mutation

GA could fast access the demanded level of cost. Mutation
randomly changes some bits of sequences and move them
to new location of existing solution.

4. Proposed Protocol

In this paper, ESAODV is proposed to improve the
efficiency of SAODV. ESAODV eliminates the same
routing messages, uses genetic algorithm to find the better
path in route discovery and also saves an alternative path
and uses it when the link failure occurs.

To preserve the security in this protocol, similar to
SAODV, digital signature and hash chain are used. This
mechanism prevents ESAODV from external attack,
eavesdropping and black hole attack.

4.1 Propagation RREQ and RREP

When the source node needs a route to the destination, it
creates RREQ and broadcasts it to all neighbors.
Intermediate node receives the RREQ packet and then
checks the routing table. If there is a route to the
destination with higher sequence number, this intermediate
node sends the RREP to the source by reverse path.
Otherwise, each intermediate node updates its routing table
and then sends the RREQ to all neighbors until the
destination receives the message.

During the execution of this process, some nodes may give
the same RREQ many times and broadcast it more than
once, which reduces the energy of nodes and increments
the delay. The new mechanism has been designed in
ESAODV to prevent from responding the same routing
message. When the node receives the RREQ for the first
time, it saves its broadcast IP in the routing table. After
that, whenever it receives the RREQ with the same IP, it
does not broadcast this message because it is reiterative.

ACSIJ

WWW.ACS1).ORG

This solution causes reduction of routing delay and saves
the energy of nodes.

As shown in figure 1, A is a source node and 1, 2, 3, 4 and
5 are intermediate nodes. A Broadcasts RREQ to all
neighbors and it continues by others. Node 3 is a neighbor
of 1 and 2. So it receives RREQ from both 1 and 2 and
broadcasts the same RREQ twice.

Source 4,
node

Fig. 1 Broadcasting RREQ in SAODV.

In ESAODV, when node 3 receives the RREQ for the first time, it saves
its broadcast IP. After that, whenever it receives the RREQ, firstly it
checks the routing table. If the current IP is similar to the IP that exists in
routing table, the node eliminates the same RREQ and does not
broadcast it. Otherwise, the message is broadcast to its neighbors.

Source 4,
node ’?[-“O

Fig. 2 Broadcasting RREQ in ESAODV.

In the proposed protocol, this structure has also been
implemented for broadcasting the RREP. B is the
destination node and 4, 5, 6, 7 and 8 are the intermediate
nodes.

Destination
node

Fig. 3 Broadcasting RREP in SAODV.
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Destination
node

Fig. 4 Broadcasting RREP in ESAODV.

4.2 Implementing the Genetic Algorithm

In the routing process, finding a route, which has less
delay, is an important challenge. Smart algorithm is a kind
of algorithm that is used in optimization problems to find
the better solution. Genetic is one of the smart algorithms
that evaluate the chromosome according to the purpose.

In ESAODV, genetic algorithm is executed after the route
discovery process. The routes that are found from this
process create initial population. Fitness of this algorithm
is calculated based on the delay. Each RREQ message has
timestamp, which shows the time of the message creation.
Route delay is the difference between routing current time
(the time that message is received by the destination) and
RREQ timestamp.

rdelay = (CURRENT_TIME - rg_timestamp) 1)

rdelay is a variable that shows the delay. Current_time is a
time that the message is received by the destination.
rg_timestamp is a time that the RREQ has been created.
According to the calculated delay for each path, the path
that has the least delay is selected. So not only is the rout
selected based on the hop-count, but also delay affects
selecting it. Genetic algorithm both speeds the routing
process and finds the better route to send the data. Due to

the reduction of the delay, the network lifetime is increased.

4.3 Alternative Path

After executing route discovery and genetic algorithm, the
output of algorithm is selected as a current route to send
the information. If link failure occurs, route discovery
process in SAODV begins again. This approach increases
the packet routing overhead.
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ESAODYV uses an alternative path. In this mechanism, the
second path is saved in routing table of the nodes. When
the genetic algorithm is done and the better path is selected
for sending the data, the second better path (which has the
least delay except the first rout) is selected as an alternative
path. So when the link failure occurs, the second path
alternates the current route and sending the information
continues. To implement this mechanism, each node has rt-
count function. This function shows the number of the path
to the destination. If this number is less than one, the
second path is saved as an alternative path. During the
execution of the protocol, if the route with less delay is
found, this route is changed with the alternative path and
the routing tables are updated. This approach significantly
minimizes the packet routing overhead.

5. Simulation Results

NS2 simulator is used to illustrate the performance of the
proposed protocol. In this simulation, AODV, SAODV
and ESAODYV are compared. Table 1 shows the
simulation parameters.

Table 1: Simulation parameters

Simulation Time 120s
1000 * 1000 m

Simulation Area Size

Number of Nodes 30

Data Transfer Rate 4 Packet /s
Wireless nodes transfer scope 250 m
Data packet size 512 bytes
Mobility mode Random
Packet transfer speed 1-10 mb/s
Traffic model CBR
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5.1 Packet Delivery Fraction

The ratio of the number of data packets received at the
destination to the number of those originated at the source.
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Fig. 5 Packet Delivery Fraction Diagram.

5.2 Average End-to-End Delay

End-to-end delay represents the time that it takes the
packets to be received by the destination. Due to the
cryptographic techniques in SAODV and ESAODV,
average end-to-end delay is more than AODV.

Fig. 6 Average end-to-end delay diagram.

5.3 Number of dropped packet

This parameter represents the number of the dropped
packets.

Dropped packet = send packets — receive packets
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Fig. 7 Number of dropped packet diagram.
5.4 Packet routing overhead

The ratio of the data packet to the number of the routing
packets that have been sent.

Fig. 8 Packet routing overhead diagram.

Table 1 shows the advantages and disadvantages of some
secure routing protocols and the proposed protocol.

Table 2: Advantage and Disadvantage of Secure Routing Protocol and

ESAODV
Secure Disadvanta
routing Prevent from Advantage
protocol ge
Change, Expensive,
ARAN Eavesdropping ) Easy to vulnerable
, implement to
Impersonation wormhole
Dynamic Not always
SAR Change . shortest
routing, cost
path
Detection and Vulnerable
SRP prevention of Prevent from to change
impersonated | eavesdropping and
packet wormhole
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routing ener wormhole
information 9y
imcrelzrisn(?r?e;te Prevent from Abancon
ARIADNE persor malicious
the routing wormhole
. . node
information
Change, A Need more
ESAODV | eavesdropping, Authenticating storage
the node
black hole resources

6. Conclusions

To increment the performance of the network, ESAODV
uses the technique in which the intermediate node does not
respond to the same RREQ and RREP messages. Also, the
fitness function of the genetic algorithm is designed based
on minimum delay to find the better path from the source
to the destination. Additionally, alternative path prevents
from beginning the route discovery process when the
source node receives the RERR message. All these
mechanisms remarkably decrease the end-to-end delay and
the packet routing overhead of the networks.
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