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Abstract 
Radio Frequency IDentification (RFID) is a user-friendly and 

easy to use technology which has been deployed in different 

applications to identify and authentication objects and people. 

Due to employing RFID systems in some sensitive applications, 

the security of end-users has become more prominent and has got 

more attention by researchers. Recently, in order to provide 

security and privacy requirements of end-users, lots of RFID 

authentication have been proposed. In 2014, Deng et al. 

cryptanalyzed a server-less RFID authentication protocol and 

presented an improved protocol. They analyzed the security and 

privacy of the improved protocol and claimed that their protocol 

is safe against various attacks. However, in this paper we show 

that Deng et al.’s protocol is not safe yet and it suffers from 

secret parameters reveal, tag impersonation and reader 

impersonation attacks. In addition, we propose some 

modifications in Deng et al.’s protocol which overcomes all the 

reported weaknesses. Finally, the improved protocol compared 

with some similar protocols in the terms of security and privacy.  

 
Keywords: RFID Authentication Protocol, Hash functions, 

Server-less Protocol, Security and Privacy Attacks, Healthcare 

systems. 

1. Introduction 

Radio Frequency Identification (RFID) technology is a 

progressive wireless kind of communication system which 

is developed in different aspects of authentication such as 

consumer electronics, defense, homeland security, 

transportation, healthcare organization and etc [1], [2], [3]. 

For example in healthcare, by using resources more 

effectively, not only hospital staff can spend less time 

running around trying to find medical supplies and more 

time with patients, but also reduce the counterfeiting of 

pharmaceuticals and other high-end products and monitor 

medical supplies in hospitals [4], as well as in payment 

systems [5], or we can mention the RFID’s application in 

transportation which the destination [3], origin, owner, 

type and amount of products in a container which is 

carried with a trailer are clarified just by passing the trailer 

around the RFID reader, or we can detect the stolen cars 

by using RFID for vehicle registration.  
An RFID system consist of three main parts, Tags, 

Readers, and a Back-end server [6] (Shown in Fig. 1). The 

tags and the readers are connected in a wireless manner via 

electromagnetic signal, while the connection between the 

readers and the back end server are consisted of two types, 

wired or wireless [7]. The tag and the reader introduce 

themselves by transcribing data and they operate according 

to the protocol after authentication [8]. 

So the major problem in using the RFID technology is 

establishing the security. Due to restriction of low-cost 

RFID tags caused by storage and computation, designing 

an RFID authentication protocols based on simplified 

cryptography mechanism is the goal of recent researchers  

[8], [9], [10]. As the simplicity of the design makes the 

protocol suitable to low-cost RFID tags, different types of 

encryption have been introduced in protocol which can be 

categorized in four classes: The first class discusses 

protocols which apply conventional cryptographic 

functions [11]. The second class are protocols that apply 

random number generator and one-way hash function [12]. 

The third class refers to protocols that apply random 

number generator and Cyclic Redundancy Code checksum 

[13]. The last one refers to those protocols which are using 

simple bitwise operations such as XOR, AND, OR, etc 
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which are called ultra-lightweight protocols [14]. Among 

these classification hash-based encryption provide a high 

level of security among RFID security methods [15].  

The presence of the back-end server will accompany 

security and privacy protection by checking the validity of 

the tag and the reader from database, but being a 

connection between the server and the reader is the 

greatest weakness of server-based RFID system, because 

the leakage of information in this pass will destroy the 

situation. Moreover, it is in contrary with great application 

of RFID systems that are mobile and unable to connect 

with the back-end server in every position, although 

having a back-end server generates a single point of 

failure, which may result in the DoS attack [11], [16]. So 

by providing a secure server-less system not only we can 

reduce the price of this technology, but also the domain of 

its applications will be developed [17]. 

Some protocols by providing a mutual authentication 

between the reader and the tag, without the presence of the 

back-end server have been presented. In [18], Hoque et al. 

proposed a server-less authentication protocol which 

provide security and privacy protection as the central 

database without any connection with the back-end server. 

They claimed that their protocol will guarantee the 

authentication of both the tag and the reader during the 

communication and they believed that their method is 

forward secured and protected against tracking, cloning, 

eavesdropping, physical tampering, and Denial of Service 

(DoS) attacks. However, in 2014, Deng et al. [17]  showed 

that [18] authentication protocol was vulnerable to data 

desynchronization attack which destroy the availability of 

the protocol. So they [17] modified Hoque et al.’s protocol 

by keeping both the current and the previous records of 

seeds and believed their improved protocol (referred as 

SLRAP) is forward security, and satisfies the security 

requirements, such as privacy protection, tracking attack 

resistance, cloning and physical attack resistance. 

In 2015, Pourpouneh et al. analyzed the security of the 

SLRAP protocol and presented a DoS attack against that 

protocol [19]. In this study, we cryptanalyze the SLRAP 

protocol and we show that the security of the protocol has 

some another drawbacks which make the protocol vulnerable 

to Secret parameters reveal, Tag impersonation and Reader 

impersonation attacks. The cost of Secret parameter reveal 

attack is maximum     computations. Then, in order to 

overcome the aforementioned weakness, we propose a 

strengthened version of the SLRAP protocol which prevents 

all the presented attacks in this study and [19]. Moreover, we 

investigate the security and the privacy of the strengthened 

protocol against various security and privacy attacks. Finally, 

we compare the performance of the proposed protocol and 

some similar RFID authentication protocols which are in the 

same family.  
The structure of paper is organized as follows: the SLRAP 

protocol is introduced in section 2. In section 3, we 

investigate vulnerabilities of the SLRAP protocol. In 

section 4, an improved version of the SLRAP protocol 

presented. The security of the proposed protocol is 

analyzed in section 5, also in this section analysis of the 

proposed protocol is compared with some similar 

protocols which proposed recently. Finally, we conclude 

the paper in section 6. 

2. The SLRAP Protocol  

The SLRAP protocol is a RFID mutual authentication 

protocol based on Pseudo Random Number Generator 

(PRNG) that proposed by Deng et al. in [17]. This 

protocol belongs to the second class of authentication 

protocols family which apply PRNG and one-way hash 

function to protect exchanged messages over a wireless 

channel which claimed to provide security and privacy of 

RFID users. The structure of the SLRAP protocol and 

authentication procedure are shown in Fig. 2 with more 

details. Each run of the SLRAP protocol consists of three 

phases which can be seen in Fig. 1 with details. Table 1 

shows the notations which are used in the SLRAP protocol 

and in order to avoid confusing, we also use the same 

notations in our analysis. In the SLRAP protocol, 

communication channel between the tags and the reader is 

insecure and can be eavesdropped by an attacker. 

Table 1. The Notations of SLRAP protocol 

Not. Description 

      Random number generated by the reader    

      Random number generated by the tag    

   
Message generated by the reader    for 

authentication.  

   Message generated by the tag    for authentication  

      
The secret value shared between the reader    and 

the tag   .  

       The previous secret value stored in the reader   .  

     One way hash function 

     Pseudo random number generator 

  Concatenation operation   

    Message A is XORed with message B 

     
   Compare whether A is equal to B or not 

 

 

Fig. 1. An architecture of RFID systems [6]. 
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3. Vulnerabilities of the SLRAP Protocol 

This section aims to cryptanalyze the SLRAP protocol. 

With a slightly different view it is clear that the SLRAP 

protocol has not an efficient design and it has some 

weaknesses which make it vulnerable to some attacks such 

as Secret parameter reveal, Tag impersonation and Reader 

Impersonation attacks.  

3.1 Secret parameter reveal 

In the RFID authentication protocols, it is so important and 

necessary which the secret parameters stay secure in 

communication and an attacker does not eavesdrop and 

obtain them. In this subsection, we show how an attacker 

can reveal the secret parameter       and abuse it. This 

attack can be expressed in two phases as follows, 

Learning phase: In this phase, the attacker is as an 

eavesdropper. After one successful run, he/she saves the 

exchanged data between the tag and the reader including 

         and       that the reader sent to the tag. 

Attack phase: Then, the attacker uses     (       

(            )) , which is the obtained data in the 

learning phase. Now, since the length of       is L-bit, 

thus           , where  {           } . The attacker 

calculates       as follows,  

 

 

                      

                          

                    
                              

                                 

               

Note that, via      , the attacker can calculate the 

secret value of the target tag    in every run such as run  , 

by   times applying   function and   function on the 

secret value      . 

It is shown that, in order to perform secret parameter 

attack, the attacker needs to eavesdrop the transmitted data 

in one session of the SLRAP protocol, and needs    P(.) 

computations. 

3.2 Tag Impersonation Attack 

In this attack, the attacker tries to impersonate a tag to 

receive response from the reader [20]. In the rest of 

subsection, tag impersonation attack is done on the SLRAP 

protocol. This attack can be summarized as follows, 

Learning phase: In this phase, the attacker is as an 

eavesdropper. After one successful run, he/she saved the 

exchanged data between the reader and the target tag 

including                 . Then by using Algorithm 

                          Reader 

                                𝑆𝑒𝑒𝑑𝑇𝑗  

 

 

Tag 

                             (𝑆𝑒𝑒𝑑𝑇𝑗) 

𝐹𝑜𝑟 𝑒𝑎𝑐  𝑆𝑒𝑒𝑑𝑇𝑗 in database  

     𝑉𝑒𝑟𝑖𝑓𝑦 𝑛𝑗  𝑃 𝑆𝑒𝑒𝑑𝑇   𝑟𝑎𝑛𝑑𝑖  𝑟𝑎𝑛𝑑𝑗   
   

     𝐼𝑓   𝑛𝑗  𝑃 𝑆𝑒𝑒𝑑𝑇   𝑟𝑎𝑛𝑑𝑖  𝑟𝑎𝑛𝑑𝑗   

           //Then computes the below values, 

           𝑠   𝑀 𝑆𝑒𝑒𝑑𝑇  

           𝑛𝑖   𝑃 𝑠  

           𝑆𝑒𝑒𝑑𝑇𝑗 ← 𝑀 𝑠  

     𝐸𝑙𝑠𝑒 𝑖𝑓   𝑛𝑗  𝑃 𝑆𝑒𝑒𝑑𝑃𝑇   𝑟𝑎𝑛𝑑𝑖  𝑟𝑎𝑛𝑑𝑗   

           //Then computes the below values, 

           𝑠   𝑀 𝑆𝑒𝑒𝑑𝑃𝑇  

           𝑛𝑖   𝑃 𝑠  

           //And updates secret value as: 

           𝑆𝑒𝑒𝑑𝑇𝑗 ← 𝑀 𝑠  

    𝐸𝑙𝑠𝑒 

          Abort the protocol 
   End;  

𝑟𝑎𝑛𝑑𝑖 → 

 

 

 

    ← (𝑛𝑗  𝑟𝑎𝑛𝑑𝑗) 

 𝑛𝑗  𝑃 𝑆𝑒𝑒𝑑𝑇   𝑟𝑎𝑛𝑑𝑖  𝑟𝑎𝑛𝑑𝑗   

  Generates random numbers 𝑟𝑎𝑛𝑑𝑗  
 

 

𝑛𝑖 → 

 

𝐿𝑒𝑡  𝑘  𝑀 𝑆𝑒𝑒𝑑𝑇  

𝑖𝑓 𝑛𝑖   𝑎 

𝐸𝑙𝑠𝑒 

  𝐿𝑒𝑡  𝑎  𝑃 𝑘   

     𝑆𝑒𝑒𝑑𝑇 ← 𝑀 𝑆𝑒𝑒𝑑𝑇         

 

      The reader is not authorized 
 

 

 

Fig. 2. The SLRAP protocol [17] 
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presented in Section 3.1, the attacker calculates the secret 

value         

Attack phase: The attacker plays role of the legitimate tag 

and starts a new session with the reader. When the reader 

sends        to the target tag, the attacker, first generates 

a random number           , then he/she uses the obtained 

parameters in the learning phase and computes        as 

follows, 

        (       (                  )) 

After that, the attacker sends messages         and 

          to the reader. 

   Finally, since         and       calculated correctly, the 

reader admits the attacker as a legal tag and authenticates 

him/her.  

3.3 Reader Impersonation attack 

In this subsection, we will show that the SLRAP protocol 

is also vulnerable to reader impersonation attack. In this 

attack, the attacker tries to forge a legitimate reader. This 

attack can be perform as follows, 

1) The attacker eavesdrops exchanged data between the 

target tag and the reader, and calculates       the same 

as previous sections.  

2) The attacker starts a new session with the target tag and 

sends           to it. Then, he/she receives     and 

      from the target tag.  

3) Using      ,      and      , the attacker computes  

       and     as follows and forwards        to the 

target tag.  

               

                

Since      and         calculated correctly, the target tag 

admits the attacker and authenticates him/her and updates 

its secret value. As a result, the attacker can perform 

reader impersonation attack with successfully probability 

''1''. 

4. Improved Version of SLRAP Protocol 

In section 3, it is shown that the SLRAP protocol has some 

weaknesses and it suffers from Secret parameters reveal, 

Tag impersonation and Reader impersonation attacks, so 

in this section we aim to propose a strengthened version of 

the SLRAP protocol which omits all existing weaknesses. 

In the proposed protocol, we apply some changes on the 

updating, authentication and exchanged messages that 

increase the security and privacy of the proposed protocol 

and make it secure against different attacks. The new 

changes can be expressed as follows,  

 In the SLRAP protocol the value of    is equal to  

                          that in the 

proposed protocol we change it to 

                         . 

 The next change is in the reader responses. In the 

SLRAP protocol, the reader responses to the tag with 

          In the proposed protocol, we change it to 

                          Reader 

                           𝑆𝑒𝑒𝑑𝑜𝑙𝑑  𝑆𝑒𝑒𝑑𝑛𝑒𝑤  

 

 

Tag 

                                      𝑆𝑒𝑒𝑑𝑇𝑗  

𝑠   𝑀 𝑆𝑒𝑒𝑑𝑥  

𝑛𝑖   𝑀 𝑠  𝑟𝑎𝑛𝑑𝑖  

𝑆𝑒𝑒𝑑𝑜𝑙𝑑 ← 𝑆𝑒𝑒𝑑𝑛𝑒𝑤 ← 𝑀(𝑆𝑒𝑒𝑑𝑥   𝑟𝑎𝑛𝑑𝑗  𝑟𝑎𝑛𝑑𝑖 ) 

𝐹𝑜𝑟 𝑒𝑎𝑐  𝑆𝑒𝑒𝑑𝑇 in the database 

  𝑥  {𝑜𝑙𝑑 𝑛𝑒𝑤} 

    𝑉𝑒𝑟𝑖𝑓𝑦 𝑛𝑗  𝑀 𝑆𝑒𝑒𝑑𝑥   𝑟𝑎𝑛𝑑𝑖  𝑟𝑎𝑛𝑑𝑗   
   

  𝐼𝑓  𝑛𝑗  𝑀 𝑆𝑒𝑒𝑑𝑜𝑙𝑑   𝑟𝑎𝑛𝑑𝑖  𝑟𝑎𝑛𝑑𝑗   

          𝑥   𝑜𝑙𝑑 

  𝐸𝑙𝑠𝑒 𝑖𝑓 𝑛𝑗  𝑀 𝑆𝑒𝑒𝑑𝑛𝑒𝑤   𝑟𝑎𝑛𝑑𝑖  𝑟𝑎𝑛𝑑𝑗   

          𝑥   𝑛𝑒𝑤 

  𝐸𝑙𝑠𝑒 

         The tag is not authorized 
End; 

  Then computes the below values: 

  And updates the secret value as: 

 

      𝑟𝑎𝑛𝑑𝑖 → 

 

 

  ← (𝑛𝑗  𝑟𝑎𝑛𝑑𝑗) 

𝑛𝑗  𝑀 𝑆𝑒𝑒𝑑𝑇   𝑟𝑎𝑛𝑑𝑖  𝑟𝑎𝑛𝑑𝑗   

 

  Generates random numbers 𝑟𝑎𝑛𝑑𝑗  

 

𝑛𝑖 → 

 

 
 

𝐿𝑒𝑡  𝑘  𝑀 𝑆𝑒𝑒𝑑𝑇  

𝐼𝑓 𝑛𝑖   𝑎 

𝐿𝑒𝑡  𝑎  𝑀 𝑘  𝑟𝑎𝑛𝑑𝑖   

     𝑆𝑒𝑒𝑑𝑇 ← 𝑀(𝑆𝑒𝑒𝑑𝑇   𝑟𝑎𝑛𝑑𝑗  𝑟𝑎𝑛𝑑𝑖 )        

Else 

     The reader is not authorized 

 

 

 

Fig. 3. The improved version of the SLRAP protocol. 
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              . 

 In the SLRAP protocol, the reader stores just secret 

value       in its database which uses in current 

session. This fact make the protocol vulnerable to DoS 

attack. In the proposed protocol, we define two secret 

values        ,         which stored in the reader to 

prevent DoS attack. 

 Moreover, we modify updating of SLRAP as follows,  

                       ←  (                   ). 

After applying all the proposed modifications, the final 

structure of the strengthened version of the SLRAP 

protocol is shown in Fig. 3. The improved protocol is done 

in four steps which can be express as follows. 

Reader → Tag: The reader generates a random number 

     , and sends it to the tag. 

Tag → Reader: The tag generates a random number 

     , and computes                   

        and then forward them to the reader.  

Reader→Tag: After receiving messages from the tag, the 

reader performs the following steps,  

a) Using the stored         and         in its database, 

the reader calculates                       , 

where   {       }  and verifies 

                           
  . If    

                        , the reader uses 

        to authenticate the tag else if    

                         it uses secret 

parameter         and authenticates the tag. 

Otherwise the reader does not authenticate the tag and 

aborts the rest of protocol. 

b) After authenticating the tag by the reader, the reader 

computes             and               . 

Then the reader sends    to the tag and update its  

secret value as follows, 

       ←        ←  (             

      )  Which means first of all        ←

        to keep one last updated secret value, then 

fills         with the new one (  (      

             )). 

Tag: After receiving the message    from the reader, the 

tag computes            and              

and checks if        or not. If they were equal, the tag 

authenticates the reader successfully and updates its secret 

value as follows, 

     ←  (                  ) 

Otherwise, the tag stops the session and the protocol aborts. 

5. Analysis of the Proposed Protocol 

In this section, in order to evaluate the security and the 

privacy of the proposed protocol, some security and 

privacy analysis are provided. Indeed, we will show that 

how the proposed modifications overcome to all of the 

reported weaknesses and also make the protocol resistant 

against various security and privacy attacks.   

5.1 Secret Parameters Reveal 

In section 3.1, we showed that how an attacker can use    

to obtain the secret parameter     , but in the proposed 

protocol this weaknesses removed by changing    

                       to            

              . It is obvious that with the new    the 

attacker cannot obtain      , because of one-way hash 

function. As a result, the proposed protocol is safe against 

secret parameters reveal attack.    

5.2 Replay Attack 

In the proposed protocol, due to applied some changes in 

the transmitted data between the tag and the reader 

including     and     , the security of the exchanged 

messages have increased which prevent any modifications 

and replay attack. 

5.3 Impersonation Attack 

In section 3.2, it is shown which the structure of the 

SLRAP protocol has some problems that make it 

vulnerable to impersonation attacks. In the proposed 

protocol, in order to perform impersonation attacks, the 

attacker needs       to calculate exchanged messages 

between the tag and the reader including    and  , where 

                          and    

           . In other side, since all mentioned secret 

parameters are protected by hash function, thus the attacker 

cannot impersonate the tag or the reader. As a result the 

proposed protocol is secure against impersonation attacks. 

5.4 Privacy 

In the proposed protocol, in order to enhance the privacy 

of the SLRAP protocol, we apply some changes in the 

updating procedures as      ←  (             

      ) . With this modification, the stored keys in 

database will be protected and an attacker cannot use the 

secret parameters for his/her inauspicious goals. As a 

result, the proposed protocol can provide user privacy and 

it is safe against different traceability attacks. 

Finally, Table 2 shows a comparison of the security and 

privacy analysis for the proposed protocol and some 

similar protocols that have been proposed recently. As it 

can be seen, the security and the privacy of the proposed 
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protocol are complete and it can provide secure 

communication for RFID users. 

Table 2. Comparison of security analysis 

Protocols 
 

Attacks 

Hoque et al. 

[18] 

SLRAP 

[17] 

Improved 

SLRAP  

Secret Values Reveal     

Replay    

Tag Impersonation      

Reader Impersonation      

DoS      

: Secure     : Insecure 

6. Conclusions 

In this study, we analyzed a mutual authentication protocol 

(SLRAP) for RFID systems that proposed by Deng et al. 

in 2014. They were claimed that their protocol is secure 

against various attacks. However we showed that their 

protocol has some weaknesses that makes it vulnerable 

against secret parameters reveal, tag impersonation, reader 

impersonation attacks. Moreover, we proposed an 

improved version of the SLRAP protocol that eliminates 

all existing weaknesses. Security analysis illustrated that 

the proposed protocol is secure against different attacks. 
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