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Abstract

In a cloud environment, third party controlled asset sharing
cloud databases is the motivation for search of trust. Lack
of trust appears to be a probable major cause for fear when
outsourcing databases. Research literature reviews indicate
that the architecture of cloud databases has a potential to
mitigate user distrust. In this paper, we focus on measuring
trust in cloud database services based on user selected
relative or direct factors. Our study proposes a formal trust
mechanism in cloud databases where the user can select his
most trusted Cloud Service Provider.

Keywords: Cloud Computing, Database as a Service
(Daa$), Cloud Trust

1. Introduction

One of the basic issues that a cloud customer faces is
maintaining control over data, particularly if he has to
leave or change the hosted cloud service provider
(CSP). In such situations, most of the time, the
control lies with the cloud service provider and hence
the data are subject to loss of trust. In this regard,
questions have been raised about the protection of
data in terms of tracking customer information, cross
border transfer of personal data, data theft (personal
and confidential data) and data misuse especially for
advertising purposes etc. In this context, the
outsourced data can be observed in three aspects
namely User Control [1], Transparency [2] and Trust
[3]. User control accords authority to the user to
decide the storage location, CSP and the ability to
move easily from one CSP to another. However, with
Transparency, the user knows where data are really
stored, computed and which privacy legislations are
applicable for the identified cross border transfer of
data. Comparatively, the trust in a cloud database can
be considered as a combination of factors such as
cloud security (security from data misuse, hacker
attacks and data damage), data recovery due to a
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failure on the part of the CSP, confidential

computation and the certainty of the CSP.

Moreover, many countries are of the view that the
only system they trust is the one operated within their
own authority [4]. However, a unified data system
with more people accessing it and more diverse types
of data coming through more applications can
actually make it harder to appropriately limit access
and detect misuse.

The certainty of the cloud service provider is also an
important factor in respect of building trust in cloud
data storages. The cloud database model [5] ensures
certainty of data by keeping backups with the user,
disregarding the certainty of the CSP. Multi-cloud
architectures ([6]; [7]) provide better answers for
uncertainty of the CSP as they maintain duplicate
copies with other CSPs. The multi-sharing method is
effectively linked with multi-cloud databases.
Considering Johnston’s argument, “A cloud service
provider holds data in a purposefully designed
fragmentation across servers, it will help to protect
information from misuse”[8], various solutions have
been introduced by the researchers for cloud data
integrity ([9]; [10]). However, the research material
to measure the trust based on integrity solutions was
not available.

In this study, existing cloud database architectures
are considered along with measuring cloud database
trust according to the necessities of various users.
Finally, a cloud trust measuring mechanism is
introduced to select the best cloud service provider
based on the user-requested trust factors.

A cloud database architecture that supports
measuring trust is explained briefly in Section 2. In
Section 3, we define the cloud database trust and
describe how it could be achieved with data integrity
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solutions. A cloud trust measuring mechanism for the
user to select the best cloud DaaS according to their
requirements is explained in Section 4.

2. Cloud Database Architecture

In most situations, multi tenant cloud database
architecture can be either shared database shared
schema architecture or shared database separate
schema architecture [11]. For example in
salesforce.com, multiple tenants use this shared
database shared schema architecture and customers
(tenants) are much concerned about their data as they
are in shared schemas. The structure of many cloud
databases is based on a shared database architecture
which can moderate some of the distrust points. As
Molnar and Schechter point out, the shared database
architecture puts cloud users at risk from other cloud
users [12].

According to the layered model introduced by
Grossman [13], most of the existing cloud
architectures run as a collection of services. In these
services there are four layers, namely Storage Cloud
(provides storage services), Data Cloud (provides
data management services on records, columns or
objects), Compute Cloud (provides computational
services) and Application Layer. The layers used by
Grossman over cloud computing give a positive link
to the researchers to think about trust in cloud
databases.

3. Trust and Evidence for Trust in
Cloud Databases

3.1 What is Trust and Cloud Trust?

Trust is an emotional form of thoughts and it is not
clear whether integrity, good will and sincerity can be
segregated since they are related. Many researchers
have explained trust as an act of faith, confidence and
reliance on something that is expected to behave or
deliver as promised ([14]; [15]). It is obvious that
these definitions cannot be applied directly to cloud
trust.

In today’s cloud society, all services are accessed
remotely over the internet. Therefore, definitions
related to traditional face-to-face or human-to-human
interactions cannot be directly applied to cloud trust.
Most researches in cloud computing have considered
trust as a social phenomenon based on social science
definitions.
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“Trust is a mental state comprising: (1) expectancy -
the trustor expects a specific behavior from the
trustee (such as providing valid information or
effectively performing cooperative actions),; (2) belief
- the trustor believes that the expected behavior
occurs, based on the evidence of the trustee’s
competence, integrity, and goodwill; (3) willingness
to take risk -the trustor is willing to take risk for that
belief” [16].

The reputation of a company has a great effect on
trust. For instance, In [16] Huang and Nicol mention
that the trust and reputation of a company are co-
related. According to their method, the trust level of
the trustee is measured by estimating the reputation
of the company. These measuring mechanisms are
not yet completed mathematically and the
comparison of trust across entities is not addressed in
their paper. Cloud computing capabilities and the
intentions of the CSP to create the necessity of trust
in cloud computing are explained by Khan and
Malluhi [17], and it is obvious that the intentions of
the specific CSP have to be compared against other
CSPs.

Previous studies have suggested that cloud trust is a
social phenomenon [18]. However, cloud database
capabilities can be detectable and can be measured by
values. As explained in previous studies on trust,
relative and absolute measures can be identified in
the same way in cloud database trust. Khan and
Malluhi further argue that trust can be established by
improving transparency, control and security
assurances, which imply that it is not merely a social
phenomenon [17]. Such expositions direct our cloud
database trust measuring mechanism into two ways
(relative and direct) and so we define the cloud
database trust as follows:

Cloud database trust is empirical and extrinsic
evidence based positive expectancy, a trustor expects
from the trustee. In the cloud environment, the trustor
is the user and the trustee is a cloud service provider
or a cloud database. The positive empirical evidence
based expectancy obtained from the trustee is called
direct trust and the positive extrinsic evidence based
expectancy obtained from the trustee is called relative
trust.

3.2 Cloud Data Integrity Solutions

Recently, researchers have shown an increased
interest in finding solutions for cloud data integrity.
On the other hand, and perhaps more importantly,
there appears to be evidence of trust factors. In the
literature review, distinct solutions for cloud security,
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data recovery due to a failure of the CSP and
confidential computation have been identified.

Data Recovery: Damaged data can be recovered
easily if the same share is stored in another location.
In cloud databases, the method called multi-sharing
[6] gives adequate answers to this problem. Bowers
demonstrated a method called HAIL (High
Availability and Integrity Layer) to manage file
redundancy across cloud storage providers [9]. It
detects and resets the faulty server with the correct
share with the help of the cross-server redundancy
built in the encoded file. This method gives a better
answer for data recovery of static files in a failure of
the share of a third party.

Cloud Data Storage Security: Cloud data security
spreads across a large area of user requirements.
Cloud users are basically willing to outsource
destruction and de-identification data as they are
invisible to a third party [19] and then it can be easily
secured from hacker attacks, data modification and
data misuse. In 2011, Popa et al. demonstrated a
cloud security storage system called CloudProof
which helps customers detect violations of integrity,
write-serializability and freshness. Further, it proves
the occurrence of these violations to a third party.
CloudProof can be built on top of conventional cloud
storage services like Amazon S3 or Azure Blob
Storage [20]. The Data Coloring and Software
Watermarking Technique introduced by Hwang and
Li in 2010 is a more secure solution for relational
databases and virtual storages. It guarantees that data
damage, stealing, altering and deleting cannot be
done. A confidential storage has been introduced by
Jaatun [21].

Confidential Computation: In a situation where a
complete database (database instance) is outsourced,
secured computation is also a significant factor from
the user’s perspective. Database instance includes
RDBMS (Relational Database Management Systems)
software, table structure, stored procedures and other
functionalities. Santos, Gummadi & Rodrigues
ensure confidentiality and integrity of computations
that are outsourced to IaaS services. According to
their proposed trusted cloud computing platform
(TCCP), the cloud provider’s privileged
administrator cannot inspect or tamper with its
content and so it allows a customer to reliably and
remotely determine whether the service backend is
running a trusted TCCP implementation [10].

4. Approach
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4.1 System of Trust Measuring Mechanism

First, a general system is introduced which maintains
records on known cloud service providers and data
integrity solutions they provide with their DaaS.
Particularly, it keeps a database of evidence of trust
in each and every cloud service that a provider
provides with his Database as a Service. This system
can be owned by a globally accredited association.

Steps for User,

o First, the user must decide what type of trust
he expects from the DaaS and CSP.

e According to his expected trust, he has to
identify and select the trust factors (explained
in section 4.2) from the system.

e Two types of trust factors (direct & relative),
explained in section 4.2, have to be selected
separately by the user.

In the meantime, the system will measure the trust
level for each and every DaaS and CSP based on the
user-selected trust factors. Finally the system reveals
the most suitable CSPs according to the user-
requested trust factors. Then the user is able to
measure the most suitable CSPs for his desired
requirements. However, the user is not transparent to
all the details the cloud service provides and what the
system maintains. This preserves the privacy of the
CSP while providing the user with a trusted DaaS.

4.2 Trust Factors

In our study trust factors are considered in two main
ways. Firstly, as a Direct Trust Factor (D) which is
valued from evidence a user can be identified
directly. Second type of trust factor is called Relative
Trust Factor (R) which is valued from past user
experiences, CSP ratings and indexes. Direct Trust
(DT) and Relative Trust (RT) are measured using the
values of Direct Trust Factors and Relative Trust
Factors respectively.

Direct Trust Factor (D): According to our
definition of cloud trust, positive empirical evidence
based expectancy can be expected at different levels
of the database. For instance, it can be at storage
level, computation level or management level of the
database. Therefore, the direct trust factor is positive
empirical evidence based expectancy on a particular
level (or part of) of the database, expected by a
trustor. The trust value of a trust factor is decided by
its variables.

Relative Trust Factor (R): Relative trust factor is a
positive extrinsic evidence based expectation of the
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trustor on his trustee. It can be a belief, behavior,
agreement or a law expected from the trustee. The
factors which help to make them positive are called
sub factors of relative trust factors.

Relative Trust (RT): Cloud trust is comparable if it
is considered as a social phenomenon. The reputation
based trust explained by Huang [18] can help in the
cloud selection. In a similar way, relative trust is
obtained by comparing relative trust factors with
other cloud service providers. The number of relative
trust factors considered by the user for measuring
trust can vary with their expected level of trust and
necessity.

Lemma 1: The relative trust measurement on the
trustee is obtained by taking the average of
the sum of relative trust factors considered
by the user. If the number of trust factors
equals 7 then the relative trust RT is equal
to (R1 +R2+---+RT/T) s
where Ry, R,, ..., R; are trust factors that

Therefore, Ph=|R | is derived from the sub factors
named competency and goodwill of the CSP.

e Competency Measures (|R11| = |cmp]).

v' vy =cmp; : How best a CSP can
respond to the client’s requirement in the
cloud services (SaaS, PaaS, TIaaS). It
reflects the CSP’s scope and complexity of
services.

v\ Vi1 =cmp,: What levels of cost,
quality, robustness and flexibility are the
CSP able to meet?

e Goodwill Measures (|R12| = |gdw]).

v V121 = gdw, : How long the CSP exists
in the cloud market.

v Vi, = gdw, ¢ Existing

compared to other CSPs.

client ratio

Assume that cmpy, cmp,, gdwy, gdw, are varied
in 1-5 Likert scale.

may be comparably measured with other ((Cmm”mm) 4 lgdws+ gdw, ))
cloud service providers. If R4 consists of ¥ Then, Pb = > 5B / %
number of sub factors such as
R111R121 ey Rl and if

Y . ,where cmp, gdw <=1, 8 =5 and two variables
V111, V112 » -+, V11 are variables of .

(a = 2) are considered under competency and two

Ry1 and v131,V122, -, V12p are

variables of Ry, etc. and considered for
Likert Scale calculation then

IR,| = (IRy11 + [Ryz| + ...+|R1y|)/
il = Y

|R1|=

Wi + Vigg + ot Vig) (V121 t Vi + ot VIZB)
+ + e
Oa 0B
y @

,where a, B3, ... are the numbers of variables of each
and every sub factor considered in the Likert Scale
calculation.

Example-1: Assume that professional behavior (Pb)
is considered as a relative factor similar to the source
of trust in evidence based trust explained by Huang &
Nicol [18]. According to their analysis, the
competency of the CSP (capability), its integrity
(consistency in performance and principles), and its
goodwill (motivation or intention) are measured.
Let’s consider integrity as a factor having provable
evidence which is taken into account in the next
section.
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variables (ff = 2) are considered under goodwill.
The total number of sub factors is also two (y = 2).

Direct Trust (DT): In this case, direct trust is not
compared with others. If the trustee has empirical
evidence for cloud trust then it is called direct trust.
What is surprising is that there are theoretically
proven solutions for trust factors such as loss of data
(e.g. data theft, data misuse, data damage),
uncertainty of backup and restoration (i.e. non
transparent data storage, inability of owners to access
data), uncertainty of confidential computation (i.e.
CSP can inspect computation, CSP interference with
computation, inability of remote users to inspect
computation, remote users cannot interfere with
computation) ([22]; [20]; [23]). However, the
researchers working on measuring trust are less
concerned by those findings. In our study, direct trust
is measured on the basis of availability of solutions
for direct trust factors in cloud databases. The
number of direct trust factors considered for
measurement can vary according to the requirements
of the user. That means, users can be concerned about
storage or computation or management of the
database or all of them.
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For example, according to the requirement of the
user, a selection can be made only for storage or else
only for computation or all of them. In other words,
cloud data integrity can be measured using these
direct values.

Lemma 2: The direct trust measurement on the cloud
database (DB) is taken from the sum of available
direct trust values. If there are 0 number of direct
trust factors Di,D,, ..., Dy and if D; has k number
of variables (V;1,V12, -, V1)) then for all k, trust
value of vy € {0,1}.

Similarly, the direct trust DT on D, = |D,| =
(Zﬁzlm)

n

where the trust value |D,| - [0,1] and n

is the number of variables in the considered
factor D,. The level of trust in D, returns a real
number between 0 &1.

Therefore, total

Dy +|Dy| + -+ |D
oy Dal +1Da ]+ 4 D]

(B

where , @ is the number of trust factors considered for
measuring direct trust.

Example- 2: Assume that, confidential computation is
a direct trust factor which exists within the selected
CSP on database outsourcing. Then the function
gives 1 for each variable that provides confidentiality
and otherwise 0. Assume that, a particular user is
concerned with direct trust factors such as data loss
guarantee and confidential computation. Then the
number of selected direct trust factors (o) is two.

5. Total Trust Measures on Cloud
Database

Trust is based on two directions in the cloud database
as a service (DaaS). They are the trust on database
service provider and the trust on the outsourced
database instance.

The generalisability of equations (1) & (2) is precise
because more relative measures and direct measures
can be considered for high accuracy and also with
various requirements of the user. It is more important
to note that relative and direct trust factors are
selected by the user. For example a particular DB
user may want to consider the trust on his data
storage and some other user may be interested in trust
on his database running platform. In that case, a

fewer number of direct trust factors can be selected.
The other most important advantage in this system is
that the user has the authority to assign a weight (A)
for the total relative and direct trust values to obtain
the final trust. If the user has more sensitive data and
is more concerned with direct trust, he could assign a
higher weight to direct trust. Then the total trust is
calculated as follows:

T=((1—-A1)RT + ADT ,where 0<A<1 3)

The other most interesting thing in this mechanism is
that the cloud service providers who use this analysis
model do not know the exact variables being
evaluated by the system. That means, the variables
used by the user for selecting the best trustee
according to his requirements are different from the
variables used by the model to analyze the trust level
of the service provider.

6. Sample Case Study

Considering the previous Example 1 and 2, assume
that a user X gets the following values for his factors.
According to Example-1, there is only one relative
factor and according to Example-2 user X has
selected two direct trust factors and A is assigned to
0.7, then the total trust is calculated as shown in the
following Table 1.

Table 1: Top 5 CSP’s Relative and Direct Trust values based on
user X’s selection factors

. Total Trust
Seiee | Ty | DT |

. alue =(1-.

Provider Value (RT) RT+. DT
CS-A 0.6 0.2 0.16
CS-B 0.9 0.3 0.24
CS-C 0.4 0.6 0.27
CS-D 0.8 0.5 0.29
CS-E 0.7 0.6 0.31

Graph 1 represents relative trust values against direct
trust values and the total trust points. According to
the graph, CS-E gets the highest total trust even
though CS-C and CS-E have similar direct trust
values. User X finally achieves a clear result based
on his selected trust factors and the weights he
assigned to the RT and DT. According to this
example, user X will select CS-E for outsourcing his
database.
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Graph 1: Total Trust points based on RT and DT values

7. Conclusions

A number of research papers have dealt with trust in
data. So far, however, there has been little discussion
about measuring trust in cloud databases. With multi
cloud database architecture, building trust is an
important factor of trust as various users share
common databases or schema or both in the cloud
environment. The trust mechanism is introduced
taking into consideration a number of problems
which cause a negative impact on the user’s trust in
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trust-building mechanism in cloud databases and we
introduce a mechanism to measure trust in the cloud
database as well as in the CSP.

The theoretical implication of this research is that a
standard equation for measuring trust will add to a
growing body of literature on cloud trust. The
methods used for measuring trust may be applied to
other cloud services elsewhere in the cloud world.

It is suggested that the collection of these trust factors
is investigated in future studies with a survey made
on CSPs and cloud users. We suggest that before this
trust mechanism is implemented, a study similar to
this case study should be carried out on real world
cloud users and CSPs.
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